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Getting Started Guide for Devicescape 
Agent Supplicant

The following topics are included in this Getting Started Guide:

• “What’s in the Box?” on page 2

• “What is the Devicescape Agent Supplicant?” on page 3

• “Validated Platforms” on page 4

• “Extracting Source Packages” on page 5

• “Installing Binary Packages on the Target” on page 5

• “Where to Get Support” on page 7
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What’s in the Box? 

Item Description & Licenses

Devicescape Agent Supplicant 
package  
(devicescape-dsa-<version>) 

Software development package for creating 
wireless LAN (WLAN) client devices.

Includes ANSI C source code for 
wpa_supplicant, wpa_cli, GUI and 
configuration management interfaces.

Includes binary or source code of 
WinCE/WinMobile IM Driver (depending on 
license terms).

Optionally includes WPS (Wireless Protected 
Setup) support.

License: Devicescape Software, Inc.

Note: An enhanced version of DSA source 
package with support for CCX v1 - v4, is 
available only to Cisco Licensees. For more 
information, see “Support for CCX 
Extensions” on page 4.

OpenSSL  
(openssl-0.9.8a-devicescape-dsa)

Toolkit for OpenSSL, including extensions for 
EAP-FAST support.

License: “OpenSSL” on page 9

DSA Documentation Complete documentation is provided to 
describe product implementation, porting, 
interfaces, and so on.
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What is the Devicescape Agent 
Supplicant?

The Devicescape Agent Supplicant (DSA) is a software 
development package for enabling authentication and security in 
wireless LAN (WLAN) client devices. 

The DSA software development package is comprised of a full 
featured 802.1X supplicant, Intermediate Driver (IM) support for 
WinCE or Windows Mobile, a CLI Interface, and a sample GUI.

DSA is fully compliant with IEEE 802.11i, IEEE 802.1X, and Wi-Fi 
WPA/WPA2/WPS security standards. 

DSA is distributed in source code, and it is designed to be fully 
portable to different operating systems and hardware. The source 
code also includes a version of the OpenSSL library that has been 
modified to work with EAP-FAST. For convenience, binary 
versions of DSA for use on supported Windows operating systems 
are also available.

DSA is compatible with all WLAN chipsets on the Windows 
operating system that use the NDIS driver interface, and provides 
built-in support for most popular Linux WLAN drivers.

The DSA documentation package provides a Developer Guide, 
and API documentation that explains how the supplicant is 
implemented and how to modify it. The documentation guides you 
through how to add support for a new driver, port to a different 
operating system, or build a UI that interacts with the wireless 
client configuration and management interfaces.

Product Usage Model

The DSA development package (source code, binaries, interfaces, 
documentation, etc) is designed to provide developers with an 
understanding of how DSA is implemented and how to modify it for 
these purposes:

• Add support for a new driver

• Port to a different operating system

• Build a user interface (UI) using the Configuration and 
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Management interfaces provided, and the sample GUI

Support for CCX Extensions

DSA supports Cisco Compatible Extensions v1, v2, v3, and v4 
(CCX) as an option (available only to Cisco Licensees). DSA with 
CCX extensions takes advantage of Cisco’s innovations for 
enhanced security, mobility, quality of service, and network 
management.

Validated Platforms

• “Development Host Platform” on page 4

• “Validated Target System Platforms” on page 5

Development Host Platform

A "development host" is the computer on which you develop and 
build the wireless system before loading it onto the target system. 
The development host should be an Intel-based PC running any 
modern Linux distribution or Microsoft Windows XP system.

DSA source code can be integrated into any standard 
development environment.
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Validated Target System Platforms

A target system is the platform that functions as the wireless 
device. It is a combination of processor board and radio chipset. 
The low-level hardware drivers have been incorporated.

DSA can run on any target system to which the code has been 
ported. The client source code, as shipped, supports several Linux 
and Microsoft Windows target operating systems.

For the current list of validated operating systems, boards, and 
chipset combinations, see Data Sheets and other product 
information on the Devicescape website at 
http://www.devicescape.com/products/WLAN_supplicant.php. 

The Devicescape Customer Support Web site also contains a 
comprehensive list of the tests performed and their results. These 
results reflect testing of the Devicescape Agent Supplicant only 
and do not reflect test results on specific boards. 

Extracting Source Packages

The Devicescape Agent Supplicant source code package for both 
Linux and Microsoft Windows does not require an installer. When 
you are ready to start development, obtain the following archive 
files and extract them to a location of your choosing on your 
development host. 

Installing Binary Packages on the Target

The Devicescape Agent Supplicant is also available in binary 
format for supported Windows targets. For installation information, 
refer to the README.txt file that is included with the binary, and 
the Developer Guide.

File Description

devicescape-dsa-<version>.zip (Windows) 
devicescape-dsa-<version>.tar.gz (Linux)

zip or tar.gz file of the 
Devicescape DSA 
source package

openssl-0.9.8a-devicescape-dsa.zip (Windows) 
openssl-0.9.8a-devicescape-dsa.tar.gz (Linux)

zip or tar file of the 
OpenSSL source 
package.
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Where to Go Next

A complete set of documentation for the Devicescape Agent 
Supplicant is included in a zip file downloadable from the Web, on 
the Devicescape Agent Supplicant Documentation CD that ships 
with the product, and is also available online at the Devicescape 
Product Documentation Web site at 
http://www.devicescape.com/docs/dsa/.
6 - Devicescape Agent Supplicant Getting Started Guide
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The documentation available is as follows:

• Getting Started Guide - This document.

• Developer Guide - Provides a product overview, DSA build 
instructions, and a map of the DSA codebase. The Developer 
Guide describes how to configure and manage interfaces, 
how to configure and manage the runtime client, how to port 
to specific operating systems, and how to implement a driver 
wrapper.

• API Reference - Provides API reference for configuration and 
management interfaces (function calls, library for using 
control interface). Provides API reference for porting and 
driver implementation wrappers.

• Release Notes - Outlines known issues with the product and 
any security vulnerabilities, including resolutions for such 
issues. (Release Notes are available on the Devicescape 
Customer Support Web site.)

Where to Get Support

For support on Devicescape Agent Supplicant, contact 
Devicescape Customer Support or your Devicescape Sales 
representative.

Customer 
Support

Web site: http://www.devicescape.com/support/

E-mail: support@devicescape.com

Telephone Number: +1 650 829 2600 option 3

Sales E-mail: sales@devicescape.com

Telephone Number: +1 650 829 2600 option 2
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Appendix A. License Information

OpenSSL

LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the 
conditions of the OpenSSL License and the original SSLeay 
license apply to the toolkit. See below for the actual license texts. 
Actually both licenses are BSD-style Open Source licenses. In 
case of any license issues related to OpenSSL please contact 
openssl-core@openssl.org.

OpenSSL License

Copyright (c) 1998-2004 The OpenSSL Project. All rights 
reserved.

Redistribution and use in source and binary forms, with or without 
modification, are permitted provided that the following conditions 
are met:

1. Redistributions of source code must retain the above 
copyright notice, this list of conditions and the following 
disclaimer. 

2. Redistributions in binary form must reproduce the above 
copyright notice, this list of conditions and the following 
disclaimer in the documentation and/or other materials 
provided with the distribution.

3. All advertising materials mentioning features or use of this 
software must display the following acknowledgment: "This 
product includes software developed by the OpenSSL 
Project for use in the OpenSSL Toolkit. 
(http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must 
not be used to endorse or promote products derived from this 
software without prior written permission. For written 
permission, please contact openssl-core@openssl.org.
Devicescape Agent Supplicant Getting Started Guide - 9



5. Products derived from this software may not be called 
"OpenSSL" nor may "OpenSSL" appear in their names 
without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the 
following acknowledgment: 
"This product includes software developed by the OpenSSL 
Project for use in the OpenSSL Toolkit 
(http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT 
``AS IS'' AND ANY EXPRESSED OR IMPLIED WARRANTIES, 
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT 
SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE 
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, 
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, 
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE 
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; 
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON 
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, 
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR 
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF 
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF 
SUCH DAMAGE.

This product includes cryptographic software written by Eric Young 
(eay@cryptsoft.com). This product includes software written by 
Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) All 
rights reserved.

This package is an SSL implementation written by Eric Young 
(eay@cryptsoft.com). The implementation was written so as to 
conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long 
as the following conditions are adheared to. The following 
conditions apply to all code found in this distribution, be it the RC4, 
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RSA, lhash, DES, etc., code; not just the SSL code. The SSL 
documentation included with this distribution is covered by the 
same copyright terms except that the holder is Tim Hudson 
(tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright 
notices in the code are not to be removed. If this package is used 
in a product, Eric Young should be given attribution as the author 
of the parts of the library used. This can be in the form of a textual 
message at program startup or in documentation (online or 
textual) provided with the package.

Redistribution and use in source and binary forms, with or without 
modification, are permitted provided that the following conditions 
are met:

1. Redistributions of source code must retain the copyright 
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above 
copyright notice, this list of conditions and the following 
disclaimer in the documentation and/or other materials 
provided with the distribution.

3. All advertising materials mentioning features or use of this 
software must display the following acknowledgement:

4. "This product includes cryptographic software written by Eric 
Young (eay@cryptsoft.com)"

5. The word 'cryptographic' can be left out if the routines from 
the library being used are not cryptographic related.

6. If you include any Windows specific code (or a derivative 
thereof) from the apps directory (application code) you must 
include an acknowledgement:

"This product includes software written by Tim Hudson 
(tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ``AS IS'' AND 
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT 
NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
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PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE 
AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, 
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR 
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED 
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; 
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY 
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, 
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) 
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, 
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publicly available 
version or derivative of this code cannot be changed. i.e. this code 
cannot simply be copied and put under another distribution licence 
[including the GNU Public Licence.]
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