Devicescape Connect Whitepaper:
Universal Hotspot Access for Devices

Overview

Wi-Fi has proven to be an incredibly successful technology, with hundreds of millions of Wi-Fi
laptops shipped, millions of home and corporate networks deployed, and hundreds of thousands
of hotspots put into operation. But now Wi-Fi is entering a new era of growth — one where
billions of new and innovative Wi-Fi-enabled devices will make their way into consumers’ hands.
Merrill Lynch forecasts that over one billion new Wi-Fi devices will be in use by the end of
2009'. The majority of these devices won’t be laptops, though. Instead, we’ll see the rise of
many new types of wireless devices, including dual-mode handsets, single mode voice-over-IP
phones, portable game systems, personal media players, and an array of other innovative wireless
gadgets.

One requirement that all these devices share is the need to effortlessly connect to wireless
networks. As consumer electronics products targeted at a mass market audience, these devices
must wirelessly access content and applications across the Internet with the absolute minimum of
intervention by their users.

It is with this requirement in mind that Devicescape has launched Devicescape Connect.
Devicescape Connect enables wireless devices to automatically connect to Wi-Fi hotspots and
municipal networks. Whenever a device comes within range of a hotspot, it will automatically
log itself onto the network — without any user interaction. The experience is much like using a
cell phone.

With Devicescape Connect, users avoid the hassles of wireless technology. There’s no need to
configure wireless settings, bring up a browser, or endure the tedium of entering usernames and
passwords with a stylus or scroll wheel. Users experience simple and fast wireless connectivity
wherever they go.

For manufacturers of Wi-Fi devices, Devicescape Connect enables the creation of products with
ready-to-go connectivity for a broad array of hotspots and municipal networks around the world.
With effortless connectivity, customer satisfaction goes up, support calls and returns go down,
and a manufacturer’s overall brand is enhanced. Device vendors also gain an increased flexibility
to partner and co-market with various network operators. Vendors need not negotiate separate
business relationships with each network operator they wish to support in their device, nor do
they need to specially engineer their device for each operator’s network.

For Wi-Fi network operators, Devicescape Connect opens up revenue streams from a vast new
market of billions of connected devices. Operators can expand their services beyond laptops to
the burgeoning wave of Wi-Fi phones, game systems, media players, cameras and other devices.
Along with these new types of devices will come new classes of subscribers. Operators will also
be able to craft new types of service plans that segment their markets on the basis of device type
and application. Operators additionally gain the flexibility to support devices from many vendors
on their networks without having to craft complicated integration deals with each manufacturer.
And, as with manufacturers, Devicescape Connect will simply improve the experience of their
users and lower the cost of support.

" WiFi — The Second Coming, Merrill Lynch, 09 February 2006.



The Devicescape Connect Technology

Devicescape Connect consists of a combination of a small software agent running on a mobile
wireless device and a web-based service hosted on a set of Devicescape servers. As illustrated in
Figure 1 below, the Connect agent software and the web service work together to enable mobile
devices to automatically login to hotspots or municipal networks. Devicescape Connect can work
with commercial hotspots (e.g., T-Mobile USA HotSpots), free hotspots, and free or fee-bearing
municipal Wi-Fi networks (e.g., Google WiFi in Mountain View, CA). In this whitepaper we
collectively refer to all these types of networks as public Wi-Fi networks.
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Figure 1. A device running the Connect agent first communicates with the Devicescape web
service to get the username/password and login page navigation instructions, prior to full
authentication. Then, the device authenticates itself on the public Wi-Fi network.

Whenever a device running the Connect agent comes within range of a public Wi-Fi network, the
device first detects the presence of the network, associates with the local access point (AP), and
gets an IP address. This initial set of actions triggers the Connect agent to see if the network is
openly accessible without a login. If so, which may be the case in certain open hotspots, the
agent’s job is done. But if not (as is usually the case) the agent then sends a message to the
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Devicescape web service (step 1 in Figure 1). The message contains the identity of the network
(both its SSID and BSSID) and the unique identifier for the device. The Devicescape web service
receives this message and uses the contents to look up the access credentials (username &
password) necessary to login to the public network. Since each public network operator has a
unique set of pages for their web login portals, the web service must also retrieve instructions on
how to navigate these pages and submit the access credentials.

Once the access credentials and navigation instructions have been retrieved, this information is
inserted into a return message sent back to the device (step 2 in Figure 1). The device receives
the message, extracts the access information, and uses this information to login to the public
network. Actual authentication of the device is done with the network operator’s standard
Authentication, Authorization, and Accounting (AAA) infrastructure (step 3 in Figure 1).
Crucially, no browser is needed on the device to facilitate the login. Devices without browsers
can now access all supported public networks. Additionally, devices which happen to have
browsers will also enjoy easy and transparent access, without any need for user interaction.

Using a patent pending mechanism, the Connect agent is able to communicate with the
Devicescape web service prior to authentication using standard networking protocols. Operators
do not need to re-configure their software or hardware, whitelist the Devicescape servers, nor
deploy any additional technology to enable this communication.

It’s important to emphasize that communication between the agent and web service takes place
prior to authentication on the public network. This enables access credentials and captive portal
webpage navigation instructions to be maintained entirely by our web service and supplied on
demand to the device. Not only does this save expensive non-volatile memory on the device, but
it enables new networks to be immediately added to the collection already accessible by any
given device. Moreover, if the login web pages or procedures for a network change, new
instructions are made available to devices as soon as the web service is updated. With this server-
based approach there’s no need to roll-out expensive and complicated firmware updates to handle
new and modified networks.

Devicescape distributes the Connect software agent in two ways. First, a freely downloadable
version of the agent is available for re-programmable devices, including Wi-Fi-capable Windows
XP notebooks, Windows Mobile 5.0 smartphones and PDAs, and Linux-based Nokia Internet
tablets. Users simply install the agent on their device, and register themselves with the
Devicescape web service (described in the next section).

Second, the Connect agent is also licensed to device manufacturers who embed the software in
their wireless product designs prior to distribution. The Connect agent can be ported to virtually
any manufacturer’s device design. To run the Connect agent, a manufacturer’s device platform
must support just a few common capabilities and services:

ANSI C library, plus a few common string manipulation functions
Pseudo-random number generator

Wi-Fi supplicant providing an API to read SSIDs and BSSIDs
HMAC-SHA1 and AES crypto

TLS/SSL

HTTP client

Universally unique identifier (UUID) generator

Devicescape Connect Whitepaper: Universal Hotspot Access for Devices 3



Devicescape can provide all these functions and libraries, in addition to the Connect agent, if they
are not already resident on the device platform.

In terms of resources, the Connect agent requires a minimum of only 35KB of non-volatile
memory on a device, consuming very little of a device’s memory budget. Somewhat more
memory is required if a supplicant, crypto, SSL, HTTP and/or UUID libraries must be added as
well. There are no specific graphic user interface (GUI) requirements for Connect. The user
experience is dictated by the manufacturer — on some devices Connect operates invisibly, on
others users can view connection status and disable/enable operation.

Managing Devices and Network Services

In order to supply the proper login credentials and web page navigation instructions to the
Connect agent, there is a one-time step necessary to register the user, their devices and their
public Wi-Fi network subscriptions with the Devicescape web service. In the case of the
downloadable agent, users are prompted to create a My Devicescape account for themselves (if
they do not already have one) during the software installation process. The device also registers
itself with the Devicescape web service during the installation process. Since the device will at
first not be able to use a public Wi-Fi network, the initial registration process must be
accomplished on a home or non-public Wi-Fi network which the device can access. These
actions are illustrated as steps 1 and 2 in Figure 2.
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Figure 2. Connect users must first create an account with Devicescape from their home PC. They then
register new devices with the Devicescape web service via a wireless home network connection.
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In the case of a vendor device with an embedded Connect agent, users are prompted to create a
My Devicescape account for themselves (or point to their existing account) when the device is
first connected to a home Wi-Fi network. Depending upon the device design, the user account
creation process can be done via the user’s PC or on the device itself. The device will then
automatically register itself with the user’s My Devicescape account (the user will need to supply
their My Devicescape username and password during this process to ensure security). Device
vendors also have the option of registering devices during manufacturing. Figure 3 displays a
user’s view of the registered devices in their My Devicescape account.
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Figure 3. A user’s collection of registered devices can be viewed and managed from within their
My Devicescape account.

For both downloadable and pre-installed Connect agents, a critical part of the device registration
procedure is the sharing of a universally unique device identifier (UUID) between the device and
the Devicescape web service. This identifier is used in all subsequent communications between
the device and web service, and ensures that the appropriate credentials are delivered reliably to a
device.

A final step is registration of the user’s public Wi-Fi network subscriptions (also referred to as
services) with their My Devicescape account. This is illustrated as step 3 in Figure 4 below.
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Figure 4. Users can add public network subscriptions to their My Devicescape account at any time. All
registered devices can then access these networks along with all free networks supported by
Devicescape.

From their My Devicescape account, users are able to select from a list of supported networks,
and enter their username and passwords for each service. There’s no limit on the number of
network services that a user can register with their My Devicescape account. All registered
services will be used with all the devices that a user has registered, unless the terms of service for
a given public Wi-Fi network limit its usage to certain devices, or there are other restrictions
which mediate usage. Figure 5 displays a user’s view of the registered services in their My
Devicescape account.
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Figure 5. Users can add, delete and modify their public Wi-Fi network subscriptions from their
My Devicescape account.
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In addition to supporting many commercial public Wi-Fi networks, Devicescape also provides
access to free hotspots and municipal networks that do not require a login. Often, these networks
require acceptance of terms and conditions on a captive portal page. The Devicescape web
service can supply the navigation logic to devices to automatically accept these terms and gain
access. All these free networks are accessible by any registered device. Advanced users can
submit information about networks, both commercial and free, that are not already supported. In
many cases these new networks can be added in just a few days’ time.

From time to time a user may wish to manage their devices and network services. For example, it
is common for users to add new devices and network services. In the event a user’s device is lost,
stolen or sold, they can quickly disable all network services for that device to prevent their
service plans from being abused. Users also have the ability to monitor the past usage of their
devices at various public networks via a history web page, an example of which is shown in
Figure 6.
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Figure 6. Every successful login to a hotspot or municipal network is recorded and visible to
users from a History page within their My Devicescape account.

The Devicescape Registry
In order to provide the Devicescape Connect capability, the Devicescape web service maintains a
variety of user and device information in a database called the Devicescape Registry. Among the
data elements maintained are:

e Validated contact information (name, email address, billing information, demographics —

when provided on an opt-in basis)
e List of unique devices owned and registered

Devicescape Connect Whitepaper: Universal Hotspot Access for Devices 7



List of network services subscribed to

Connection activity — when, service, approximate location based on BSSID
List of “buddy” users

Account preferences

Devicescape makes the non-personal Registry information available to the device manufacturers
and network operators that it partners with. To preserve the confidentiality of user information,
only aggregated metrics and statistics are provided to our partners. These stakeholders can gain
important insight into user behavior and preferences that will help craft future product and
marketing plans. Devicescape also offers its partners the opportunity to market to its roster of
registered users, on an opt-in basis.

Ensuring Security

The contents of all messages sent between the Connect agent and the Devicescape web service
are encrypted in order to ensure the security and integrity of the system and the users’ personal
information. A device’s unique identifier is communicated in such a fashion that it can be
verified by the Devicescape web service, and not sniffed over the air or while in transit across the
Internet. Communications are also protected against man-in-the-middle attacks with a mutual
authentication protocol. The HMAC-SHA1 hashing algorithm is used to create signatures that
authenticate the identity of a device, and messages are encrypted using the AES block cipher.

In addition, the Connect agent verifies the authenticity of the public Wi-Fi network access points
by means of client-side certificate validation prior to logging into the network. This ensures that
the device is not accessing an “evil twin” access point that is masquerading as a legitimate access
point in an attempt to collect usernames and passwords. This actually makes many devices
running the Connect agent more secure than those not running it. Devices never retain access
credentials, making them much less likely to be abused in the event they are lost or stolen.

Devicescape also maintains all user data in an encrypted form. Even if the Devicescape servers
become compromised by malicious attackers, all user data is protected. Moreover, Devicescape
does not export user data outside of the secure data center where the servers are maintained. Data
provided to Devicescape partners is only supplied in a summarized, aggregated format. To
preserve the privacy of users, no data about individuals or their behavior is accessible to external
parties.

Example Applications

A few examples can help illustrate the utility of the Devicescape Connect service. This section
examines wireless voice over IP handsets, wireless music players, and portable game systems.

Over the past several years voice over IP (VoIP) has become a popular application among PC
users. VolP services such as Skype, Vonage and Gizmo count millions of users. Quite recently a
number of vendors (such as Netgear, Linksys and Belkin) have launched VoIP handsets that use
Wi-Fi for connection to the Internet. These handsets allow users to place and receive VolIP calls
without using a PC, but they have been limited to use only on home or small business Wi-Fi
networks. In fact, most of these products don’t even have browsers, entirely preventing them
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from being used with public Wi-Fi networks. However, several of these vendors are now
designing Devicescape Connect into their next generation of handsets, giving users the freedom
to venture outside their home and enjoy the low cost and convenience of VolP calling from many
hotspot locations around the world.

Most portable game systems, such as the Sony PlayStation Portable and Nintendo DS, already
come with built-in Wi-Fi. With some configuration effort, users can connect them to their home
wireless network. And, in the case of the Nintendo DS, users can connect them at Wayport
hotspots in the US and a few other Nintendo-partner hotspots in other regions of the world. But
broader wireless access is currently lacking. Since many contemporary games include an
important online component of play, easy wireless access is essential for the viability of these
mobile game systems. With Devicescape Connect, these game systems will be able to connect
anywhere a user goes, allowing competition with or against other users, downloading of game
extensions, and posting of high scores.

A third emerging class of applications are wireless music and media players. While most music
players, such as the ubiquitous Apple iPod, do not have wireless capability, a few models with
integrated Wi-Fi have recently been launched — e.g., the MusicGremlin Gremlin MG-1000, the
Microsoft Zune and the SanDisk Sansa Connect. The Zune can only connect wirelessly to other
Zune players, while the Gremlin and Sansa Connect can access the Internet via a home Wi-Fi
network. In addition, the Sansa Connect is able to use the FON community Wi-Fi network. But
none of these music players can be used while on the go in a broad array of public Wi-Fi
networks. With the incorporation of Devicescape Connect, these types of devices will
automatically connect whenever within range of a hotspot or muni network node. Users will be
able to search online for new music and download it quickly and inexpensively. These devices
may also automatically download the latest episodes of a podcast or television show without the
user even being aware of it. Content providers could also gather listening preferences from
players and push down suggestions for other selections that a user might enjoy, or even deliver
new content that can be trialed for a short period of time.

Benefits to Users

The next big growth opportunity for Wi-Fi will be a new generation of portable devices that use
Wi-Fi to inexpensively access a wealth of content and applications available on the web.
Consumers will expect this new wave of wireless devices to simply work. Clearly, mass market
consumers will not readily adopt Wi-Fi phones that, say, require a network login anytime they
wish to place a call (and how could they ever receive a call under such circumstances?).

Devicescape Connect is designed to give consumers an “always-on” experience, with no need for
the user to fiddle with network settings, start-up a browser, wait for captive portal web pages to
download, and tediously enter their username and password with a tiny user interface. Whereas
users might be persuaded to endure a complicated one-time setup process to get a device
connected on their home Wi-Fi network, they will reject having to do this every time they wish to
connect to a public Wi-Fi network. With Connect, though, the hassle is eliminated. Using a Wi-
Fi handset is as easy as using a traditional cell phone. A wireless music player in your backpack
connects automatically and downloads the latest episode of your favorite podcast. Even using a
laptop at a hotspot becomes simpler.

Users will also not have to become experts on hotspot roaming agreements. Today, many users
don’t realize that their subscription with operator “A” enables them to roam onto the network of
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operator “B”, nor do they understand how to activate roaming. With Devicescape Connect,
though, this complexity is hidden from users. If their device can roam onto a network, the
Devicescape web service knows this and instructs the device how to do so. The result is a
broader, more seamless wireless access experience for consumers.

Benefits to Device Manufacturers

Device vendors stand to benefit by being able to tap a new market for connected devices that
access rich content and applications on the web. Device makers will be able to offer some of this
content themselves (or in partnership with other firms) in order to create new ongoing revenue
streams around their devices. By leveraging Devicescape Connect in their device designs,
vendors have an elegant solution to the network access problem. Out of the box, their devices
will easily connect at public networks, at home, and in the office.

Devicescape Connect gives device manufacturers flexibility in partnering and co-marketing with
network operators. Rather than building and maintaining different product versions for each
operator, as is done in the cellular market, vendors can simply pre-provision their device for a
given operator via the Devicescape web service. This enables vendors to more cost effectively
produce devices that can be dedicated to a wide variety of operators, and allows vendors to
quickly act on operator co-marketing opportunities.

Devicescape Connect can also substantially reduce the cost of producing a connected device.
Without Connect, a device capable of public Wi-Fi network access would require the
incorporation of a browser. Beyond the inconvenience to the user, a browser will bear licensing
royalty costs, require additional costly flash memory, and a more expensive display and input
hardware. In addition, more than just a basic browser would be required as many public Wi-Fi
login pages use Javascript and/or other non-HTML features. In a mass production consumer
device, all these additional costs can eliminate any margin or make a device utterly uncompetitive
from a price perspective. With Connect, though, the requirement for a browser is completely
eliminated.

Devicescape Connect will also greatly reduce a vendor’s support and return costs. Consumer
devices with networking, and wireless ones in particular, are notorious for being challenging for
consumers to use, resulting in very high support call rates and product returns. Research by Intel
showed that the consumer Wi-Fi devices experience a 30% return rate and an average of two
support calls per unit shipped. Devicescape Connect promises to slash these rates because the
service enables Wi-Fi devices to just simply connect to the network. Users won’t have to
struggle with complicated configuration steps or need to understand arcane wireless networking
technology. They’ll just switch their device on, and if a network is available, it will connect.

Finally, device vendors are able to gain valuable insights about real-world device usage via
access to the Devicescape Registry. The Registry can shed light on how a vendor’s device is used
in practice, including how often a typical consumer uses it on a public Wi-Fi network, what
networks are most popular, and what other types of devices users have registered with the service.
With this kind of data vendors will be able to make much more informed decisions about where
they should direct their marketing dollars and how they should evolve their product lines.
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Benefits to Network Operators

Operators of commercial hotspots and municipal networks can see dramatic opportunities for
revenue growth from Devicescape Connect by being able to monetize the emerging wave of
wireless devices. Commercial operators can expand into new market segments, such as the teen
market with its legions of avid wireless portable game and music player device users. Existing
market segments can be further penetrated and expanded, an example being the offering of
wireless VolIP service to business travelers. And, an operator’s existing subscribers can be upsold
on more attractive multi-device plans. Operators can also work more easily with device vendors
to offer operator-branded devices that are tied to their networks. Whereas today a device vendor
must custom engineer a device to support a given network (such as the Kodak EASYSHARE-
ONE digital camera and the T-Mobile USA HotSpot network), with Devicescape Connect the
same outcome can be accomplished with a simple entry in the Devicescape web service.

With Devicescape Connect, commercial operators will also be able to offer high-margin on-
demand services for a variety of new applications. For example, leisure travelers will be very
willing to pay on-demand fees for the ability to quickly upload images from their digital cameras
to secure online photo-sharing sites. Or, business travelers will pay a premium to gain quick
wireless access to crucial corporate documents and email. The most compelling service of all,
though, may be on-demand wireless VoIP calling — especially for overseas travel where calls are
normally very expensive.

Because Devicescape Connect makes network access automatic and effectively transparent to
users, operators can expect to experience much higher levels of customer satisfaction and lower
support costs. Even though Wi-Fi hotspot service has been available for several years now,
laptop users still struggle getting connected using conventional means. Some operators report
that nearly 50% of connection attempts to their networks by legitimate users fail. And, a very
substantial percentage of connection attempts result in a support call. With Devicescape Connect
working in the background to automate connections, operators will see greatly improved rates of
successful connections and vastly lower support costs, even on laptops.

Devicescape Connect will enable operators to define new types of service plans, and to better
regulate how those plans are used. Today, most operators cannot determine the type of device
that is logging onto their network — it may be a laptop, a PDA, a smartphone, or some other type
of device. In the Devicescape Connect system, though, it is known exactly what kind of device is
gaining access. Operators can use this knowledge to design plans for specific types of devices,
such as converged phones or media players. Each plan can have its own terms of service, pricing,
and quality of service. By designing service plans that are tailored to the needs of different
devices, operators will be better able to segment their markets and optimize their revenue streams.
In addition, the Connect architecture allows an operator to enforce its terms of service with
respect to different service plans. For example, an operator with a $7.95 per month voice-over-
Wi-Fi plan will be able to block laptop users from using this same plan, and drive these users to a
more lucrative $29.95 per month laptop subscription.

Lastly, as with device vendors, the Devicescape Registry offers a wealth of valuable data for
network operators. Operators can leverage the database to market to non-subscribers of their
service. They can gain statistical insight into what types of devices are used on their and other
operators’ networks. They can analyze usage patterns from various different perspectives. And,
they can deliver location-based services to users and their devices, such as venue-specific
promotions and advertising.
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Summary

Devicescape Connect provides effortless, universal connectivity for the next generation of
wireless devices. Combining a small software agent running on devices, and a Devicescape-
hosted web service, Devicescape Connect gives instant wireless network access to VoIP handsets,
dual-mode phones, media players, game systems and even laptops. Devicescape Connect uses an
innovative approach that can be used with any Wi-Fi hotspot or municipal network in the world,
and which requires absolutely no changes or additions to these networks.

Device manufacturers can leverage Connect to market products with out-of-the-box connectivity
at hotspots and municipal networks around the world. Their customer satisfaction will improve,
support calls and returns will diminish, and overall brand will be enhanced. Network operators
will be able to tap a vast new market of billions of devices, with new subscribers, new service
plans, and multiple additional sources of revenue. And, like device vendors, operators will see
enhanced customer satisfaction and lower support costs as users enjoy hassle-free wireless
connectivity. Finally, manufacturers and operators will be able to work together more flexibly in
order to market creative combinations of devices and wireless services.

To register for Devicescape Connect and download a copy of the software for your Windows
laptop, Windows Mobile smartphone or Nokia Internet tablet, visit http://www.devicescape.com.

For additional information about Devicescape Connect, please contact us at:

bizdev@devicescape.com, or 1 (650) 829-2650

Devicescape Software, Inc.
900 Cherry Avenue, 6" F1.
San Bruno, CA 94066 USA
http://www.devicescape.com

© 2007 Devicescape Software, Inc. The Devicescape, Devicescape Connect, and My
Devicescape names and logos are registered trademarks or trademarks of Devicescape Software,
Inc. in the United States and other countries. Other names and brands may be claimed as the
property of others.
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